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How To Guide - How to Remediate

This guide aims to assist you in starting the cyber vulnerability remediation process using the Insight portal.

This tutorial assumes that you successfully managed to analyze the results of the Insight scans.

The vulnerability remediation process involves taking one of the following decisions as regards a detected
vulnerability:

e Fix it by patching (often done as updating the vulnerable software)

e Fix it by decommissioning (removing the vulnerable software)

e Accept the risk of a vulnerability.

e Mark it as a False Positive.

The Insight Portal assists in the remediation process by tracking vulnerabilities and fixes, and by providing

prioritized remediation plans. We recommend the following remediation flow:

1. Access and implement the remediation plan

provided by the Insight Portal, following the next steps:

Remediation Report

Remediation Report

This report displays your open remediation targets, prioritized by impact and exploitability.

a. Access the reports menu. The menu is accessible

from the options displayed on the left side of the screen.

b. Access the Remediation Report sub-tab in the

Remediation tab. The tab and sub-tab are accessible from

the options displayed on the top left side of the reports
page.

c. Implement the recommended actions in the provided

order.

The remediation actions are the best actions to take in order to reduce the largest amount of
cybersecurity risk.
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2. Remediate the riskiest vulnerabilities after taking the actions in the Remediation Reports. To achieve this:
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a. Access the reports menu. The menu is accessible from the options displayed on the left side of the

screen.

b. Access the Contextual Risk Report sub-tab from the Risk tab. The tab and sub-tab are accessible from

the options displayed on the top left side of the reports page.

c. Click the dropdown placed in front of each CVE to read and implement the remediation action written

in the Solution section.

We recommend filtering vulnerabilities in the Contextual Risk Report by Criticality or by Weaponized
level.

3. Remediate other critical vulnerabilities. To achieve this:
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¥ apache Apache Tomcat Tomcat8 8.5.32
G> Seen on Last Scan: Yes
1) Hostname: ADOCFTC
© 1P:108.0.4:8005
Q  open Port: 8005
©  Last Seen: 8 hours ago
Last Scanned: 8 hours ago

Critical

¥ Apache Tomcat 8.5.32
» Seen on Last Scan: Yes
Hostname: sgictf.codaintelligence.com
© IP:2079.218.228:61337
Open Port: 61337 (HTTP)
] CPE: cpe:23:a:apache:tomcati s
@ Last Seen: 33 minutes ago

Critical

Cisco Webex Meetings 4111.5.8

@ seen on Last Scan: Yes

Hostname: cristians-mbp.local

1P: 192168.68.52

CPE: cpe:2.3:a:clsco:webex_meetings:4111:%:%:
Last Seen: 7 hours ago

@, Last Scanned: 3 months ago

Critical

" Apache HTTP Server 2.4.3
G Seen on Last Scan: Yes
Hostname: APE-DomainContr
9 1P:192168.253.5:80
0) open Port: 80 (HTTP)
CPE: cpe:2.3:a:apache:http_server:2.4.3
Last Seen: a year ago

Critical

Apache Tomcat Tomcat8 8.5.32
Seen on Last Scan: No.
Hostname: APE-ADPCO1
9 1P:192168.253.7:8080
Open Port: 8080 (HTTP)
CPE: cpe:2.3:a:apache:tomcat:8.5.32

Last Seen: 2 years ago

) Firetox 27880
(% Seen on Last Scan: Yes
Hostname: cristians-mbp.local
1P:192168.68.52
CPE: cpe:2.3:amozilafirefox 2:78.8.0::4:4:4:4:
st Seen: 7 hours ago
(@, Last Scanned: 3 months ago

Critical
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" Apache httpd 2.4.38 (Ubuntu)
(3 Seen on Last Scan: Yes
Hostname: hermes.codacloud.net
© IP:20119.65193:8080
Open Port: 8080 (HTTP)
7 CPE: cpe:2.3:a:apache:http_server:2.4.38
® Last Seen: 2 years ago

Critical

¥ Apache Tomcat Tomcat8 8.5.32
(® Seen on Last Scan: Yes
Hostname: ADOCFTC
© 1P:1080.4
CPE: cpe:2.3::apache:t0mCat:8.5.32:%:9:4:4:%::
Last Seen: 8 hours ago
). Last Scanned: 8 hours ago

Critical

Microsoft Windows Server 2019 Datacenter 64-
bit 1809 Microsoft Corporation (1809)

> Seen on Last Scan: Yes
Hostname: APE-DomainContr
1P: 192168.253.5
) CPE: cpe:2.3:0:microsoft:windows._server_2019...

Last Seen: a year ago

Critical
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" Apache Logdj 2141
G Seen on Last Scan: Yes
(1Y) Hostname: sgictf.codaintelligence.com

© 1P:2079.218.228:61337
O Open Port: 61337 (HTTP)
C CPE:cpe:2.3:a:apache:iogdj:214.1i%:m:0:%:0:0:%
@®  Last Seen: 16 minutes ago

Critical

Cisco AnyConnect Secure Mobility Client
4800175

(> Seen on Last Scan: Yes
(] Hostname: cristians-mbp.local
© 1P:192168.6852

CPE: cpe:2.3:a:cisco:anyconnect_secure_mobil.

Last Seen: 7 hours ago

© operating system on 192168.0.31
Seen on Last Scan: Yes
1P:192168.0.31
Last Seen: 4 months ago
Last Scanned: 8 months ago

Discovered: 8 months ago

a. Access the elements menu. The menu is accessible from the options displayed on the left side of

the screen.

b. Choose to display the vulnerabilities by accessing the Applications tab. The tab is accessible from

the options displayed on the top left side of the elements page.

You can also access the Devices tab if you are interested to solve issues by device.

c. Filter by Criticality using the filters on the left side of the page.

d. Click an application and investigate the CVEs and the remediation actions using the table.

e. Click the CVEs. A pop-up will display. Use the buttons on the bottom right of the pop-up to:
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CVE-2019-0232

RLE Score Exploits available

Real-life exploitation is technically feasible.
\ : g

Exploitation Prerequisites
1. Tomeat is running on Windows

— "ow s
2. Tomcat version is vulnerable
5 8 nww

3. CGlI support is enabled
4, Privileged contextis enabled

5. EnableCmaLineArguments is enabled
none

6. Executable parameter is empty conpLere

coMPLETE

7. Exploitable files are deployed PARTIAL compLeTE

i. Mark a vulnerability as active
ii. Add a vulnerability to review.
You can access vulnerabilities added to review using the /n Review Report sub-tab from the
Risk tab, accessible in the reports menu.
iii. Mark as fixed
Vulnerabilities marked as fixed are confirmed by the Insight portal at the next scan.
iv. Mark as a false positive

v. Accept the risk.
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4. Track your remediation progress using the Remediation Tracking section in the Customer Vulnerability

~
raports

Report, accessible in the reports menu.

< Overview

Gustomer Vulnerabilty Roport  Cyber Risk Report

Customer Vulnerability Report
winera

Generate a cu pilty report for your organization

e
Remediation Tracking

jrview on your organization's CVE management fecycle, curren status and progress across s entire scan surface since you started using Footprint.
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