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All information in this document is 
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the appropriate careF
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Introduction

mtluIpt-BI,eualnk

ya StugbBIsngahDiIDlgIfttnIucnnanhIonIBocuIgElnIgcu3lEtIganEtI12giIrlBI0801kI8:48.I,rYIOocuIEcuutniIEBftuMgtEcuaiBIuagbI tSt Iag: 
4.82% critical.

VcuICcgio-tuI(c ntulfa aiBIptPouiI)C(pwIPuoSaetgIBocITaiDIEucEal IPtugPtEiaStgIonIEBftuIgtEcuaiBIiDutligIiDliIsngahDiImt-oIMICrIagI
Ecuutni BI3lEanhYI5DtIC(pIagIfca iIonIutl MTou eIelilI3uo-I7IlggtigkI1ITtflPPgIlneIEoStugI26.1IeagianEiIC(xgIanI0z.8Iioil 

IIC(xgkIociIo3ITDaEDI.2zIlutITtlPona'teI)DlStIPcf aEItvP oaigIlSla lf tIiDliIElnIftIcgteIfBIliilEbtugwYIOocuIgElnIgcu3lEtIagIEoStuanhI
.Ianitunl IlggtigIkI0Itvitunl IlggtigIlneI2IlhtnigITDaEDIDlStIfttnIgElnnteIgiluianhI12giIrlBI0801kI8:48.I,rIcnia IioelBY

5DtIC(pIxvtEciaStIyc--luBITa  IftIEoStuanhIiDtIbtBI-tiuaEgIo3IBocuIouhlna'liaon"gIEBftuIgtEcuaiBIuagbIPutgtniteI3uo-IlIDahDM tSt I
PtugPtEiaStITDaEDIgDoc eIftItlgBIioIcnetugilneIfBItvtEciaStgY

5DtIytEcuaiBIsngahDigI,nl BiaEgIgtEiaonIo3IiDagIutPouiIeua  gIeoTnIanioIiDtIEBftuIgtEcuaiBIdt eIutgc igIo3IocuIlnl BgagYIOocIElnIiDcgI
aetnia3BIBocuI-ogiIEuaiaEl IlneIcuhtniISc ntulfa aiatgIlneIgttIftDaneIocuIanituPutiliaonIgiulahDiIioIiDtIuooiIElcgtY

5tEDnaEl IptPouigkIyElnIycu3lEtIlneIrtiDoeo ohBIlutIetgahnteI3ouIBocuIgtEcuaiBIPuo3tggaonl gIlneIlEEt tulianhIut-tealiaonIt33ouigYI
5DtgtIgtEiaongIlutIanitneteIioIftIgDluteITaiDIBocuIf ctIitl-IlneIBocuIlceaiougY

5DtI—iDutliI lnegElPt—IagIlI-oSanhkIgDa3ianhI3ou-IiDliITa  I oobIea33tutniIioIea33tutniIouhlna'liaongIjIaiIl  IetPtnegIonITDtutIBocIlutI
gilneanhYIyo-tIPtoP tI-lBIftIgiluanhIliIlITaetIoPtnIhulgg lneITDtutIiDtI lnegElPtIagIcnetugiooeIlneIiDtIiDutligIlutItlgBIioI
aetnia3BI)iDochDInoI tggIetle BwkIlneIoiDtugI-lBIftI3lEanhIlIetngtI@cnh tIo3IDaeetnIiDutligY

s3IBocIntteIlnBIgcPPouiIanIlEEt tulianhIBocuIut-tealiaonIlEiaSaiatgkIP tlgtI3tt I3uttIioItnhlhtITaiDIya StugbB"gIutPutgtniliaStkI
Silversky ContactkIliIgcPPouiefNga StugbBYEo-Y

Joit4I5DtIutPouiIEonilangIan3ou-liaonIon BIonIlggtigITDaEDIDlStIdneanhgYIytEcutIlggtigITa  InoiIftIilbtnIanioIlEEocniITDtnI
htntulianhIiDagIutPouiY

mata LolleLteI ginLe
12giIrlBI0801kI8:48.I,r

fategt Iata reSregD
21iDIHc BI0801kI204.8IAr

ALanneI aggetg
7

whentg
2

wggetg EitD dnIinhg
7

migtinLt CVWg
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,otal CVWg
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zeaponiGeI CVWg
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venerateI by
ya StugbB
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Executive Summary
ze Da'e geleLteI tDe -ogt i-portant DihDlihDtg reharIinh your orhaniGationxg geLurity0 ,De reagoninh anI 
-etDoIolohy beDinI tDege nu-berg are ekplaineI SurtDer in tDig report0

Critical Risk Exposure Timeline
,i-eline oS your LritiLal rig8 ekpogure gtatug

2.gt 1ay c|c2J 
|:4|P w1

lI-oniDIlho
,oIay

anIlI-oniD c2rI wuhugt 
c|c2J .c4P| F1

IAvA critical leSel reached
jwsw ig our wsMbageI rig8 ahhrehator anI analytiLg enhineJ 
-eagurinh poggible i-paLtg oS IeteLteI 'ulnerabilitieg anI 
aggegginh probabilityJ i-paLt anI buginegg rig80

Lecurity KeSel Reinstated
Wgti-ateI Iate EDen -aHor geLurity proble-g are 

gol'eIJ iS gtartinh re-eIiation toIay0

Top risky web applications
wn o'er'ieE oS your -ogt i-portant anI 'ulnerable appliLationg

Wo-tIRlnb
Aouil ICpr AutgtniliaonI9tfgait JoIlPPgIanIiDagIElithouB

s-PouilniIlPP aEliaong rogiIuagbBkIa-PouilniIlPP aEliaong pagbBIlPP aEliaong
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Internal and external risk
st ig i-portant to Da'e 'igibility reharIinh all ekigtinh 'ulnerabilitiegJ anI to gee iS tDey are ekternally EeaponiGeI 
or Hugt internal0

key ta2ea.ays
NihDlihDtg oS your ekpogure area rig8 le'el 46

internal 'ulnerM
able appliLaM
tiong

5
ekternal 'ulnerM
able appliLaM
tiong

3 un8noEn appliM
Lationg

%6Y1zUIsnitunl 

0Yz.UIxvitunl 
snitunl IlPP aEliaongIutPutgtniIlPP aM
EliaongIucnnanhIanIBocuIEo-PlnB"gI
ntiToubkIcgcl  BIgtPluliteI3uo-IiDtI
anituntiY

xvitunl IlPP aEliaongIlutIiDogtIiDliI
lutIlEEtggaf tIoStuIiDtIanituntikIgcEDI
lgITtfIgtuStugIlneItM-la IgtuStugY

8Y61UIGnbnoTn

%%Y06UICo-P tit
GnbnoTnIlPP aEliaongIutPutgtniIlI
f aneIgPoiIanIBocuIgtEcuaiBIlnl BgagY

FtiI-outIan3ou-liaonIonIcnbnoTnI
lPP aEliaongIfBIangil  anhILooiPuaniI
,htniIonIiDtIetSaEtgIucnnanhIiDt-Y

Regulation Checks
CDeL8g ahaingt OsA, CAj .0. M FroteLtion M mata AeLurity Lo-plianLe iggueg

We have found possible compliance issues
9tIDlStIaetniadteISc ntulfa aiatgIiDliI-ahDiIPciIBocIliI thl IuagbIanIut liaonIioIJsy5ICyLI2Y2IMIAuoitEiaonIMImlilI
ytEcuaiB

Caused by the following items:

IAutgtniliaonI9tfgait IVuhlna'liaonl ILooiPuani ILa tIyDluanh

Vulnerabilities that triggered compliance issues:

IC(xM0827M.7%% IC(xM0827M.7%% IC(xM082%M8010

Organization Exposure
BrhaniGationxg dnanLialJ ti-eJ Lo-plianLe anI branI ekpogure

7%F%0
jinanLial

74F30
,i-e

73FT0
5ranI

%5F60
Co-plianLe

1op 3 ris2 scenarios
ze Da'e analyGeI tDe top q appliLationg EitD proble-g tDat Eill 
reIuLe your ekpogure tDe -ogt

IAutgtniliaonI9tfgait

IVuhlna'liaonl ILooiPuani

ILa tIyDluanh

Iy,AIRcgantggIVf@tEigIRs

I,htniIRlgteILooiPuani

jikinh tDege appliLationg Eill reIuLe your jwsw inIiLatorg to tDe 
SolloEinh 'alueg4

7%F%0
jinanLial

DDF50
5ranI

%FD0
Co-plianLe

74F30
,i-e

Top impacts per exposure
ze Da'e geleLteI tDe top appliLationg tDat aSSeLt you in eaLD Latehory



Vulnerability Report

ILa tIyDluanh 37.7%

Iy,AIRcgantggIVf@tEigIRs 37.7%

I,htniIRlgteILooiPuani 37.7%

IVuhlna'liaonl ILooiPuani 37.7%

IAutgtniliaonI9tfgait 35.0%

ILa tIyDluanh 32.5%

Iy,AIRcgantggIVf@tEigIRs 32.5%

I,htniIRlgteILooiPuani 32.5%

IVuhlna'liaonl ILooiPuani 32.5%

IAutgtniliaonI9tfgait 22.5%

IAutgtniliaonI9tfgait 76.4%

IVuhlna'liaonl ILooiPuani 76.4%

ILa tIyDluanh 7.1%

Iy,AIRcgantggIVf@tEigIRs 7.1%

I,htniIRlgteILooiPuani 7.1%

IAutgtniliaonI9tfgait 35.0%

IVuhlna'liaonl ILooiPuani 35.0%

ILa tIyDluanh 11.6%

Iy,AIRcgantggIVf@tEigIRs 11.6%

I,htniIRlgteILooiPuani 11.6%
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Remediation Tracking
,Dig geLtion pregentg an o'er'ieE on your orhaniGationxg CVW -anahe-ent liSeLyLleJ Lurrent gtatug anI prohregg 
aLrogg itg entire gLan gurSaLe ginLe you gtarteI uginh jootprint0

293 LavtgICondu-te

,StulhtIgEout4I7Y6.
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LavteIC(xgITlaianhI3ouIEondu-lM
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0 LavtgIAtneanhICondu-liaon

,3ituI-lubanhIlIC(xIlgIdvtekILooiM
PuaniInttegIioIEondu-IaiIft3outInoiI

ilbanhIaiIanioIlEEocniY

0 Ll gtIAogaiaStg

Ll gtIPogaiaStgIlutIC(xgI-lubteIfBI
iDtIcgtuIlgITuonh BIaetniadteIfBI

LooiPuaniY

0 ,eeteIioIptSatT

5DtIutSatTIagIlIioMeoI agiIo3IC(xgI
iDliIlutIanIiDtIPuoEtggIo3IdvanhY

724 ,EiaSt

,StulhtIgEout4I7Y%:

0 ,EEtPiteIpagb

,EEtPiteIuagbIC(xgIlutIahnouteI
flgteIonIlI-oiaSliaonIiDliIiDtIcgtuI

PuoSaeteY
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Security Insights Analytics
w -ore IetaileI loo8 into tDe dnIinhg aSSeLtinh your orhaniGation0

Top vulnerable devices

hermesFcodacloudFnet
Laneanhg4 1IqoT z7Irteac- 212IWahD :0ICuaiaEl 

A-PCO4
Laneanhg4 %IqoT 0:6Irteac- .82IWahD 18ICuaiaEl 

hefaistosFcodacloudFnet
Laneanhg4 0IqoT 7zIrteac- 0.IWahD 21ICuaiaEl 

adPdc
Laneanhg4 0IqoT 2:zIrteac- 77%IWahD 10ICuaiaEl 

1MzOA1CMO
Laneanhg4 0IqoT 2%7Irteac- 71zIWahD 07ICuaiaEl 

Top vulnerable applications

php
rlvYIC(yyIyEout4I28
pcnnanhIonI17Y012Y20%Y.84:8:8

zoxilla Iirefo( U(56 enP)LW
rlvYIC(yyIyEout4I%Y1
pcnnanhIonI2%0Y2z:Y20Y27

Adobe Acrobat Reader -O z)v
rlvYIC(yyIyEout4I%Y1
pcnnanhIonI2%0Y2z:Y20Y27

6ordCress
rlvYIC(yyIyEout4I6Y7
pcnnanhIonI1.Y2.:Y2:0Y2774:8

Apache httpd
rlvYIC(yyIyEout4I6Y:
pcnnanhIonI17Y012Y20%Y.84:8:8

Findings Insights

3T 9tlPona'teILaneanhg DT 5oPILaneanhg 4T rogiICo--onILaneanhg
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Business Report
Nere you Lan gee an o'er'ieE on eaLD buginegg Lontekt LondhureI

Home Bank

37.50%
CuaiaEl 
CritiLal appliLationg tDat re=uire i--eIiate attenM
tion

0.00%
(c ntulf t
Vulnerable appliLation tDat Io not poge an i--eIiM
ate rig8

25.00%
snSagaf t
wppliLationg on EDiLD jootprint LoulI not hatDer 
Lo-plete inSor-ation

37.50%
ytEcut
wppliLationg on EDiLD jootprint IiI not dnI any 
notable iggueg

RcgantggIs-PlEi4I78U ,PP aEliaong4I:

GPia-t4I288U CutliteIfB4ILooiPuani

Presentation Website

44.45%
CuaiaEl 
CritiLal appliLationg tDat re=uire i--eIiate attenM
tion

11.11%
(c ntulf t
Vulnerable appliLation tDat Io not poge an i--eIiM
ate rig8

11.11%
snSagaf t
wppliLationg on EDiLD jootprint LoulI not hatDer 
Lo-plete inSor-ation

33.33%
ytEcut
wppliLationg on EDiLD jootprint IiI not dnI any 
notable iggueg

RcgantggIs-PlEi4I78U ,PP aEliaong4I%

GPia-t4I%%Y7z7U CutliteIfB4ILooiPuani

Portal CRM

14.28%
CuaiaEl 
CritiLal appliLationg tDat re=uire i--eIiate attenM
tion

0.00%
(c ntulf t
Vulnerable appliLation tDat Io not poge an i--eIiM
ate rig8

42.86%
snSagaf t
wppliLationg on EDiLD jootprint LoulI not hatDer 
Lo-plete inSor-ation

42.86%
ytEcut
wppliLationg on EDiLD jootprint IiI not dnI any 
notable iggueg

RcgantggIs-PlEi4I78U ,PP aEliaong4I6

GPia-t4I288U CutliteIfB4ILooiPuani

File Sharing

3.48%
CuaiaEl 
CritiLal appliLationg tDat re=uire i--eIiate attenM
tion

0.15%
(c ntulf t
Vulnerable appliLation tDat Io not poge an i--eIiM
ate rig8

0.00%
snSagaf t
wppliLationg on EDiLD jootprint LoulI not hatDer 
Lo-plete inSor-ation

96.37%
ytEcut
wppliLationg on EDiLD jootprint IiI not dnI any 
notable iggueg

RcgantggIs-PlEi4I78U ,PP aEliaong4Izz0

GPia-t4I288U CutliteIfB4ILooiPuani
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SAP Business Objects BI

5.15%
CuaiaEl 
CritiLal appliLationg tDat re=uire i--eIiate attenM
tion

0.00%
(c ntulf t
Vulnerable appliLation tDat Io not poge an i--eIiM
ate rig8

0.00%
snSagaf t
wppliLationg on EDiLD jootprint LoulI not hatDer 
Lo-plete inSor-ation

94.85%
ytEcut
wppliLationg on EDiLD jootprint IiI not dnI any 
notable iggueg

RcgantggIs-PlEi4I78U ,PP aEliaong4I217

GPia-t4I288U CutliteIfB4ILooiPuani

Agent Based Footprint

3.91%
CuaiaEl 
CritiLal appliLationg tDat re=uire i--eIiate attenM
tion

0.15%
(c ntulf t
Vulnerable appliLation tDat Io not poge an i--eIiM
ate rig8

0.00%
snSagaf t
wppliLationg on EDiLD jootprint LoulI not hatDer 
Lo-plete inSor-ation

95.94%
ytEcut
wppliLationg on EDiLD jootprint IiI not dnI any 
notable iggueg

RcgantggIs-PlEi4I78U ,PP aEliaong4Izz0

GPia-t4I288U CutliteIfB4ILooiPuani

Organizational Footprint

4.82%
CuaiaEl 
CritiLal appliLationg tDat re=uire i--eIiate attenM
tion

0.29%
(c ntulf t
Vulnerable appliLation tDat Io not poge an i--eIiM
ate rig8

0.73%
snSagaf t
wppliLationg on EDiLD jootprint LoulI not hatDer 
Lo-plete inSor-ation

94.16%
ytEcut
wppliLationg on EDiLD jootprint IiI not dnI any 
notable iggueg

RcgantggIs-PlEi4I78U ,PP aEliaong4Iz:8

GPia-t4I%%Y:%2U CutliteIfB4ILooiPuani
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Perimeter De-nition
,op 'ulnerable whentMbageI anI whentlegg Ie'iLeg0

Top most vulnerable Agent(based scanned devices )3L
Hostname IP Address Discovered on Applications Count <ow Findings. Medium Findings. High Findings. Critical Findings.

leMeE 2%0Y2z:Y20Y. 12Y87Y0801 011 0 2:z 77% 10

,mMAC0 2%0Y2z:Y20Y27 12Y87Y0801 0%z % 0:6 .82 18

5VrC,5AVC 2%0Y2z:Y20Yz 12Y87Y0801 217 0 2%7 71z 07

5oil zz. 21 zz: 2.%z :6

Top most vulnerable Agentless scanned devices )2L
Hostname IP Address Discovered on Applications Count <ow Findings. Medium Findings. High Findings. Critical Findings.

Dtu-tgYEoelE oceYnti 17Y012Y20%Y.8 12Y87Y0801 22 1 z7 212 :0

Dt3lagiogYEoelM
E oceYnti

1.Y2.:Y2:0Y277 12Y87Y0801 6 0 7z 0. 21

5oil 2: 7 202 277 %7
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Methodology
metaileI ekplanation oS tDe -etDoIg anI DeurigtiLg ugeI to henerate tDe Iata tDig report ig bageI on0

5DtIlggtgg-tniI-tiDoeo ohBIt-P oBteIiDuochDociIiDtIEocugtIo3IiDtIgtEcuaiBIlggtgg-tniIElnIgc--lua'teIanIiDtI3o  oTanhI
ealhul-4

yEoPtImtdnaiaon45DtIanaial IgilhtIagI3oEcgteIonIetdnanhIiDtIiluhtiIo3ItSl cliaonIlneIaigIetPtnetnEatgIlgITt  IlgItgilf agDanhIiDtI
gcEEtggI3lEiougIiDliITa  IEondu-IiDtItSl cliaonIo3IlIPluiaEc luIgBgit-"gIgtEcuaiBIPogicutY

sn3ou-liaonIFliDtuanh45DtItSl cliaonI-tiDoeIagIflgteIonIlIiDouochDIlnl BgagIo3IiDtIcnetu ananhIgBgit-IEo-PontnigIiDliItnila IfciI
lutInoiI a-aiteIioIiDtI3o  oTanhIt t-tnig4

yBgit-IAuod anh4IEo  tEianhIelilIiDliIlIPoitnial IliilEbtuI-ahDiIcgtIioIEo-Puo-agtIiDtIgBgit-IiDliI-ahDiIanE cet4ImJyIelilkI
Eo-PlnBIPcf aEIfcgantggIelilkIuthagituteIPcf aEIsAIleeutggtgkIbtBIfcgantggIoTntugIhliDtuteIcganhIgoEal IntiToubgkIgtluEDItnhantI
DlEbanhkIeo-lanIuthagiulugIlneIanitunl IutEoueg

yBgit-IrlPPanh4IofilananhIucnnanhIgtuSaEtIPouigIfBIcganhIlcio-liteIgElnntugIlneIofilananhIlnIlEEculitIetPaEiaonIo3Itvitunl ITtfI
utgocuEtgIcganhIgPaetuanhIioo g

(c ntulfa aiBImtitEiaon45DagIgilhtIagI3oEcgteIonIaetnia3BanhIiDtISc ntulfa aiatgIlggoEaliteITaiDIiDtIiluhtiIo3ItSl cliaonIflgteIonIiDtI
gBgit-I-lPIEutliteIanIiDtIPutEteanhIgilhtYI5DagI3l'tIt-P oBgIfoiDIlcio-liteIitgianhIcganhItnituPuagtIhuletIlneIoPtnIgocuEtI
lPP aEliaongIlgITt  IlgI-lncl Ilnl BgagI3ouIt a-anlianhI3l gtIPogaiaStgY

maggt-anliaonIlneIA lnnanh4RlgteIonIiDtIan3ou-liaonIEo  tEiteIanIiDtIPutEteanhIPDlgtg4IlEiaStIgBgit-gkIoPtnIPouigkIgtuSaEtgkITtfI
utgocuEtgIlneIoPtulianhIgBgit-gIl onhITaiDIiDtIliilEbIgcu3lEtgItvPogteIfBIiDtauIEouutgPoneanhISc ntulfa aiatgIanIouetuIioI3ou-c litI
lnItvP oailiaonIgiulithB
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xvP oailiaon4snIlEEouelnEtITaiDIiDtIPutSaocg BIoci anteIgiulithBIiDtI3tlgafa aiBIo3ItvP oaianhIiDtIeagEoStuteISc ntulfa aiatgITa  IftI
lggtggteIanIouetuIioItvitneIiDtIutlEDIangaetIiDtIgBgit-IlneIhliDtuI3cuiDtuIan3ou-liaonIonIaiY

pt3lEiouanhIlneIAaSoianh4RlgteIonIiDtIgcEEtgg3c ItvP oailiaonIgEtnluaogIlIut3lEiouanhIPuoEtggITa  IilbtIP lEtIanIouetuIioIetdntIiDtI
ftgiIPoggaf tIElcgtIo3IlEiaonIanIouetuIioIPaSoiIlneI3cuiDtuIEo-Puo-agtIiDtIgBgit-ITaiDI-lva-c-Ia-PlEiY

C tlnMcP4,  IoPtuliaongIEluuateIociIecuanhIiDtIlggtgg-tniIlutIanitneteIioIftInonManiucgaStIlneIlutIucnItvE cgaSt BITaiDIiDtI
Ptu-aggaonIo3IEo-PlnBI-lnlht-tniYI,iInoIPoaniIecuanhIiDtIPtntiuliaonIitgigITa  IgtuSaEtIEoniancaiBIouIelilIanithuaiBIftIl33tEiteI
lneIiDtI-l@ouaiBIo3ItvP oaigIlutIon BIPuoo3Io3IEonEtPiY

ptgc igIlnl BgagIlneIutPouianh4,  IiDtIelilIEo  tEiteIanIiDtIPutSaocgIPDlgtgIagIlhhuthliteIlneIgiucEicuteIanIlIEo-PutDtngaStI3ou-liI
3oEcganhIonIfcgantggIa-PlEiYI,  IiDtIaetniadteISc ntulfa aiatgIDlStIl goIfttnIgcPP ateITaiDISl aeIutEo--tneliaongIanIlEEouelnEtI
TaiDIgtEcuaiBIftgiIPulEiaEtgYI5DtItvtEciaStIgc--luBITa  IEonilanIgBgit-ITaetIofgtuSliaongIiDtISatTIiDtIluEDaitEicutIlgITDo t

(c ntulfa aiBIE lggadEliaong
CuaiaEl Ipagb

5DtISc ntulfa aiBIutPutgtnigIlIhulStIPuof t-ITDaEDIutGcautgIa--tealitIliitniaonYIsiIEongiaicitgIlI-l@ouIuagbIiDliIElnI tleIioIgtuaocgI
gtEcuaiBIfutlEDtgkIdnlnEal IlneIa-lhtI oggtgIlgITt  IlgIPuo onhteIgtuSaEtIanituucPiaongY

rteac-Ipagb

ptPutgtnigI-oetulitIuagbkIlneIutGcautgIPuof t-Iut-tealiaonIanIlIutlgonlf tIl-ocniIo3Iia-tYIs-PlEiIagI a-aiteIfciIangcHEatniI
gtEcuaiBIEoniuo gI-lBI tleIlI-outIgtuaocgIfutlED

qoTIpagb

qoTIuagbIlneIPuaouaiBIcgcl  BIut3tuuanhIioIlIuociantIoPtuliaongYIJoI-l@ouIa-PlEiIonIgtEcuaiBY

sn3ou-liaonl Ipagb

ptPutgtnigIlnIofgtuSliaonITDogtIa-PlEiIEoc eInoiIftIetitu-anteI3ouIiDtI-o-tniIfciITDaEDI-cgiIftIfuochDiIioIiDtIliitniaonIo3I
iDtIEo-PlnB

CondIential to
sngihDt me-o M C1 Vergion .0| T ,DurgIayJ 3uly .2tD c|c2


