
Unified Threat Management (UTM) devices 
integrate multiple network security technologies 
into a single hardware appliance. Through their 
advanced technology, multiple layers of defense, 
and seamless, end-to-end coverage, UTM devices 
provide vigilant protection against network security 
threats. However, configuring, managing and 
monitoring these devices takes considerable time, 
money and expertise, which puts undue strain on 
the administrators and engineers tasked with the 
responsibility. 

Leverage Our Expertise 
SilverSky’ Managed Security Services Premier 
bundle enables organizations to significantly reduce 
the costs and complexity of managing their security 
devices. We monitor these devices on your behalf 
24x7, handle all configurations and updates, and 
immediately notify your team of any potential issues. 
In addition, taking advantage of our own Threat 
Intelligence and additional intelligence gleaned 
from attacks on our extensive client base, we can 
pro-actively update devices in response to security 
incidents or known threats, i.e. by updating proxy 
white or black lists or deploying IPS signatures. Our 
advanced reporting ensures that you always have 
real-time insight into your network security posture. 
SilverSky also leverages our extensive compliance 
expertise to reduce the costs and headaches 
associated with meeting regulatory compliance. 

The MSS Premier bundle includes Firewall,  
IDS/IPS, WCF, Gateway AV and VPN Remote  
User Access. We offer these services on an 
 a-la-carte basis as well.

Managed Firewall 
•   Our security analysts handle tedious updates, 

configurations, and patches, empowering your IT team  
to focus on your core business.

•   24x7 monitoring from our SSAE 16 Type II audited  
Security Operations Centers (SOCs).

 •  Our online portal provides comprehensive reports  
on all firewall activity and makes compliance easy with  
out-of-the-box reports.

•   Protect your network from malicious attacks without 
sacrificing network uptime, which is critical in keeping 
business operations running smoothly.

Intrusion Detection and Prevention (IDS/IPS)
•   We handle complex updates and configurations and 

monitor your network for any suspicious activity.

•   Our solution monitors complex traffic patterns to prevent 
sophisticated threats that cannot be detected with  
firewalls alone.

•   Our solution detects and prevents internal attacks, which 
are an increasing problem as more employees are using 
personal devices that can infect your entire network.

Managed Security  
Services Premier 
Let us manage your first line of defense.
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Web Content Filtering 
•   Block Non-business related web traffic or web access  

that violates your Internet usage policy

•   Block web sites known to be infected with viruses or spyware

•   Block web sites that create excess bandwidth utilization 
(Including web sites with streaming media, Internet radio 
and peer-to-peer sharing) and reduce productivity (Including 
web sites with advertisements, message boards, instant 
messaging and free downloads)
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Gateway Antivirus
•   Advanced signature detection provides multi-layered protection  

against malware

•   Stops all malicious traffic based on the latest malicious code signatures 
coming through web traffic, email traffic and file transfer traffic.

•   Scanning of HTTP, SMTP and FTP traffic for viruses

The Trusted Security Experts 
•   More than 628 million security events processed per day

•  More than 13,000 alerts triaged per day

•   + 500GB added to our big data analytics platform per day

•   + 84 security analysts in 4 global SOCs–without sacrificing  
network performance.

Key Benefits of SilverSky Managed Security Services

BENEFITS DESCRIPTION
Reduce costs and 
complexity of device 
management 

Our security analysts are experts at handling complex upgrades, configurations, and 
software patches. This enables you to reduce costs and complexity and empower 
your IT team to focus on your core business. 

Reduce costs and 
complexity of  
meeting compliance 

•  Provides customers with the industry’s most up-to-date protection from today’s 
more sophisticated threats, including zero-day attacks and advanced persistent 
threats (APTs).

•  Applies advanced techniques to detect and prevent attacks, even without  
signatures.

•  Provides protection at click time by rewriting URLs.
Reduce the complexity 
of working with  
multiple providers 

SilverSky offers a comprehensive portfolio of network security products – you’ll  
benefit from having just one contract, one contact for service and support, and one 
user portal. 

Advanced reporting 
capabilities 

SilverSky offers a comprehensive portfolio of network security products – you’ll  
benefit from having just one contract, one contact for service and support, and one 
user portal. 

Advanced reporting 
capabilities 

Reduce risk exposure with anti-virus, anti-spyware, and anti-spam technology to 
block malicious software and spam at the gateway. Our message hygiene engines 
provide comprehensive protection.

Choose the approach 
that’s right for you

We offer the flexibility to choose a security package that best meets the needs of 
your organization.

Managed VPN Remote  
User Access 
•    Connect remote users to the 

corporate network while providing 
the security protection of a private 
network –without sacrificing network 
performance.

•   Our solution provides routing, 
encryption, authentication, and data 
integrity for secure connectivity 
across managed IP networks and 
the Internet.

•   All data is decrypted when passing 
through our infrastructure to ensure 
that no viruses or other malicious 
threats enter your network through 
the VPN tunnel.


